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Abstract

Keywords: Quantum Key Distribution (QKD), quantum cryptography, quantum communication,
cybersecurity, Shor’s algorithm, RSA, quantum-secure communications.

This master thesis investigates the cybersecurity challenges arising from the rapid evolution of
quantum technologies and their implications for conventional cryptographic systems. In particular,
the work highlights the vulnerability of widely deployed public-key cryptographic schemes, such
as RSA, against quantum algorithms including Shor’s algorithm. To illustrate these limitations, a
numerical example demonstrating the theoretical compromise of RSA encryption is presented.

In order to provide the necessary scientific background, the thesis first introduces the funda-
mental concepts of quantum mechanics required to understand Quantum Key Distribution (QKD).
The study then presents a global overview of QKD, including its classification, physical implemen-
tation layer, as well as the main notions related to security and reliability in practical systems.

Then, representative QKD protocols is analyzed.
Indeed, rather than reviewing all existing protocols, the thesis focuses on four protocols chosen
which represent and illustrate the principal operating paradigms encountered in QKD. This ap-
proach avoids redundancy while providing a comprehensive understanding of QKD.

Finally, the thesis discusses the current state of QKD deployment, including existing infras-
tructures, emerging industrial applications. The thesis concludes with a summary of the presented
concepts and a discussion concerning the future perspectives of quantum-secure communications.
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1 Introduction

1.1. Context and Motivation

Nowadays, most information is exchanged via computerized devices. Some of this informa-
tion can be confidential and critical. This is where the notion of “cybersecurity” comes in.

Cybersecurity is defined as all the practices and technologies used to secure a computer sys-
tem. It enables the implementation of defensive measures designed to guarantee four essential elements :
[6] [31]

1. Authentication:

This element makes it possible to identify the actors (sender and receiver) during a
network communication.

2. Confidentiality:

Confidentiality ensures that information is not divulged outside the identified actors.
This is where the concept of encryption comes in.

3. Integrity:

The aim is to ensure that the message is not modified, thereby avoid loss of information.

4. Availability:

This last element ensures that the communication service is available in all circum-
stances.
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To ensure secured communication, a variety of protocols and paradigms co-exist.

The following is an example of two types of encryption: [6] [31]

1. Symmetric encryptions :

Symmetric encryptions use a shared same secret key between communicating par-
ties.This key is used for encryption and decryption.

The following are some examples of symmetric encryptions:

(a) AES;

(b) 3DES.

2. Asymmetric encryptions:

Asymmetric encryptions rely on mathematical problems assumed to be “ hard ” and
use two keys ( a private key for decryption and a public key for encryption)

The following are some examples of asymmetric encryptions:

(a) RSA, relying on the integer factorization: 1

(b) ElGamal;

As technology evolves, the quantum computer appears. The computer security currently
available is at risk.
Take, for example, the RSA encryption principle. The principle is based on the difficulty of factor-
ing a large number into two prime numbers. The factoring time required to break the key is in the
order of several thousand years for conventional computers.

Quantum computers, on the other hand, could theoretically solve this problem much more
efficiently by using Shor’s algorithm. However, this remains a theoretical threat at present: current
quantum computers are not yet capable of breaking real-world RSA keys, since this would require
a large-scale fault-tolerant quantum computer with a sufficient number of reliable qubits. The
vulnerability of RSA must be understood as a long-term cryptographic risk rather than as an
immediate practical break.

1The difficulty of factoring a large number into two prime numbers will be discussed later on in RSA section.
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To prepare for tomorrow’s computer security, new encryption methods are being researched.
These are known as quantum cryptography 2 [15] and post-quantum cryptography. [9]

Quantum Cryptography uses the quantum property of the matter(Quantum Mechanics).
This method guarantees an alert in case an unauthorized access or interference occurs in the
communication channel. There are variety of protocols included in quantum cryptography.
The following are some examples :

1. Quantum key Distribution (QKD) :

These protocols allow two parties to securely generate a shared key using quantum
properties of the matter. They are based on the no-cloning theorem. The former states that
quantum states cannot be copied without disturbing the system (the state itself).

2. Position-based Quantum cryptography:

This protocol authenticates a user based on their geographical location. It highlights
the fact that quantum information cannot be copied and transmitted faster than light. To
do so, the sender sends a quantum challenge; the receiver is led to respond within a specific
time frame from their communicated position.

3. Device-Independent Quantum Cryptography:

These protocols guarantee security even if the devices are untrusted. They are based
on Bell Inequalities.3

Post-Quantum Cryptography (PQC) 4 refers to cryptographic algorithms designed to remain se-
cure against adversaries equipped with quantum computers. Unlike quantum key distribution,
these schemes can be deployed over classical communication channels without requiring quantum
infrastructure.

2Note that this is a misnomer. Quantum cryptography does not encrypt messages, but rather constructs the
encryption key based on the physical properties of matter.

3Bell Inequalities will be discussed later on in the section Quantum Information Principles
4An in-depth treatment of this subject is omitted in this thesis for the sake of conciseness. The reader may refer

to [9] for further information.
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The National Institute of Standards and Technology (NIST) has initiated a standardization process
to identify and approve quantum-resistant algorithms.

The selected schemes can be categorized as follows:

1. Key establishment (confidentiality):

• Module-lattice-based key encapsulation mechanisms (e.g., CRYSTALS-Kyber, standard-
ized as ML-KEM)

2. Digital signatures (authentication and integrity):

• Module-lattice-based signature schemes (e.g., CRYSTALS-Dilithium, standardized as
ML-DSA)

• Hash-based signature schemes (e.g., SPHINCS+)

Although Quantum Key Distribution (QKD) and Post-Quantum Cryptography (PQC) are
both motivated by the emergence of quantum computers, they rely on fundamentally different
security paradigms. QKD is based on the physical transmission of quantum states in order to es-
tablish secret keys between two parties, whereas PQC consists of classical cryptographic algorithms
designed to resist attacks performed by quantum computers.

This work deliberately restricts its scope to Quantum Key Distribution. Although Post-
Quantum Cryptography is part of the quantum-safe cryptography, it is not considered as a central
object of study in this thesis. The analysis is focused on the foundations of QKD, its operational
mechanisms, its security assumptions, and the constraints associated with its deployment.

1.2. Research Question and Methodology

This thesis adopts an exploratory perspective. Its purpose is to build a clear understanding
of how QKD works and why it represents a different approach to key establishment compared with
classical cryptography.

The question of this work can be formulated as follows: how can the principles of quantum
mechanics make it possible to establish a secret cryptographic key between two distant parties, and
what theoretical and practical difficulties must be considered when such a system is implemented?
To answer this question, this thesis is based on a review of the scientific literature and on a con-
ceptual analysis of several representative QKD protocols.

The objective is to understand the main mechanisms that make quantum key distribution
possible. For this reason, the work first introduces the necessary foundations in classical cryptogra-
phy and quantum physics. It examines both discrete-variable and continuous-variable approaches.
Protocols such as BB84, E91, and GG02 are used as reference examples because they illustrate
different ways in which quantum properties can be exploited to distribute a secret key, while also
highlighting their respective assumptions, operational steps, and security principles.
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2 Cryptographic Limitations and Quan-
tum Threats

This section introduces the stake brought by the evolution of quantum technologies.
Indeed, nowadays, cybersecurity mainly relies on mathematical problems assumed to be impossible
to solve in a short time with classical computation. As already mentioned, factoring a large number
into two prime numbers takes several thousand years with conventional computers.
RSA uses this fact and is currently widely used.

From now on, a quantum algorithm known as Shor’s algorithm is able to solve RSA’s core
problem ; the time to solve the problem of factoring a large number into two prime numbers is
reduced from several thousand years to a few minutes. Note that it is purely theoretical. The prac-
tical execution of Shor’s algorithm at a scale relevant to real-world RSA parameters requires a large
number of high-quality qubits. As mentioned before, the current problem lies in the decoherence
of the quantum computers. Calculation carried out has a margin of error.

At this point, it is relevant to describe RSA, Shor’s algorithm and see how Shor’s algorithm
is capable of breaking RSA 1 with a considered smaller key than the real-world one.

2.1. Breaking RSA

2.1.1 RSA Algorithm

RSA [6] [31] [20] [39] ( Rivest , Shamir , Adleman ) encryption is today’s best-known security
protocol, part of the so-called “asymmetric” encryption. It is based on the difficulty of factoring a
large integer into its prime factors.

Let the public and private keys be respectively (n, e) and (p, q, d). RSA algorithm allows to
determine each of the parameters n, e, p, q and d. Once the public and private keys constructed,
the message sent from the sender Bob to the receiver Alice can be encrypted using the public key
of Alice and decrypted by the private key of Alice as illustrated in the RSA Illustrated figure 2.1

1This RSA-breaking example is not intended to provide a complete treatment of quantum algorithms. Its purpose
is to illustrate why alternative key-establishment mechanisms are investigated in the context of quantum threats.
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Figure 2.1: RSA Illustrated

Algorithm 1 RSA Algorithm

1: Choose two large prime numbers p and q
2: Compute n← p× q
3: Compute the Euler totient function φ(n)← (p− 1)(q − 1)
4: Choose e such that gcd(φ(n), e) = 1
5: Compute d← e−1 mod φ(n)
6: return Public key (e, n) and private key (p, q, d)

12



RSA application example

1. Let’s define two prime numbers p and q respectively 11 and 13;

2. n is determined such that n = p · q

n = 11 · 13 = 143

3. φ(n) is determined such that φ(n) = (p− 1) · (q − 1)

φ(n) = (11− 1) · (13− 1) = 120

4. e is determined such that GCD(φ(n), e) = 1

let e = 7. We have GCD(120, 7) = 1

5. The private key d is determined as follows : d = e−1modφ(n)

In order to determine d, we need to find the inverse of 7 with φ(n). To do so, the
Extended Euclidean Algorithm is used. After execution d = 103

It can be verified as follows :

e · d = 1modφ(n)⇔ 7 · 103 = 721 = 1mod120

As a result , the public and private keys are respectively (143, 7) and (11, 13, 103)

2.1.2 Shor’s Algorithm

As mentioned before, Shor’s algorithm [20] [34] is theoretically able to solve RSA’s core prob-
lem.

Shor’s algorithm consists of two main parts:

1. A classical reduction of the prime factor problem to a group’s order finding problem;

2. A quantum algorithm used to solve the order finding problem.

Let’s give an example of Shor’s algorithm application and let’s break RSA.
The RSA application example, as seen before, used n = 143.
Let’s factorise this number n so we can determine the private key which is supposed to be kept
secret.

13



Algorithm 2 Shor’s Algorithm

Require: Integer n which as to be factorised.
1: a← random number such as 1 < a < n.
2: k ← GCD(a, n)
3: if k ̸= 1 then
4: factor1← k

factor2← n
k

5: else
6: Reduce the prime factor problem to a group’s order r finding problem
7: if r is odd then
8: Go back step 1
9: else

10: factor1← GCD(a
r
2 + 1, n)

factor2← GCD(a
r
2 − 1, n)

11: end if
12: end if
13: return factor1, factor2

Shor’s algorithm application example

1. let a = 2. Note that 1 < (a = 2) < (n = 143)

2. compute k = GCD(2, 143). As a result we obtain k = 1

3. as k = 1, the prime factor problem is reduced to a group’s order finding problem
The objective is to determine r the smallest integer such that :

ar ≡ 1 · (mod143)

For this example, as a = 2, we have :

2r ≡ 1 · (mod143)

Let 2r ≡ x · (mod143)
The objective is to determine x for each value of r incrementing progressively. The
order is found when x = 1

14



Order x value

21 2
22 4
23 8
...

...
25 32
210 23
215 21
...

...
260 1

According to the computation, as a result, we have r = 60

4. As r = 60 is even , the factorisation is processed as follows :

Factor 1 : GCD(2
60
2 − 1, n) = 11

Factor 2 : GCD(2
60
2 + 1, n) = 13

As a result, n = 143 can be factored as n = p · q = 11 · 13. The Euler totient function is
therefore given by:

φ(n) = (p− 1)(q − 1) = 10 · 12 = 120.

The private exponent d is defined as the modular inverse of e modulo φ(n):

d ≡ e−1 (mod φ(n)).

For e = 7, we obtain:
d = 103,

since:
7 · 103 = 721 ≡ 1 (mod 120).

The private key is therefore given by (p, q, d) = (11, 13, 103).

15



2.2. Limitations of Classical Security

Shor’s algorithm is theoretically efficient to break RSA easily and so today’s communication
security. The challenge is its implementation. It requires a large number of Qubits. Because of
Qubits’s decoherence and error correction operations requirement, quantum computers are not able
to solve RSA’s core problem using large keys without having a margin of error.

To prepare the tomorrow’s computer security, researches are being done relying, for instance,
on Quantum Key Distribution (QKD).
Indeed, QKD create symmetric key using the quantum properties of matter, such light. Devices
continually and randomly generate private keys that both parties share. These keys are generally
constructed according to the photon’s polarisation. The advantage of polarisation is that it is well
conserved in the course of light propagation through the atmosphere and allows a transmission
distance of more and less 1200 km ( for instance, from a satellite to the ground station )

Although Shor’s algorithm represents a major theoretical threat to RSA, the practical realiza-
tion of a large-scale fault-tolerant quantum computer remains an important technological challenge.
Consequently, the urgency of migration toward quantum-resistant cryptographic solutions is still
subject to debate within the cybersecurity community.

Before introducing QKD protocols themselves, several notions from quantum mechanics must
first be clarified.
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3 Quantum Mechanics Fundamentals

3.1. Light Properties

Light is an electromagnetic radiation that propagates through space and carries energy [19].
The electromagnetic spectrum spans a wide range of wavelengths, from gamma rays to radio waves.
Visible light corresponds to the portion of this spectrum that can be detected by the human eye.

One of the properties of light is its polarization. Polarization is defined as the orientation
and temporal evolution of the electric field vector in the plane perpendicular to the direction of
propagation. This property plays a role in discrete-variable quantum key distribution (DV-QKD)
protocols such as BB84.

Figure 3.1: Radiative Spectrum
[10]

Relying on the polarization of light, two main categories can be distinguished: unpolarized light
and polarized light.

Définition 1 (Unpolarized Light). Unpolarized light is defined as an electric field vector that
exhibits random temporal variations in all directions perpendicular to the direction of propagation.

17



Définition 2 (Polarized Light). Polarized light refers to electromagnetic waves in which the electric
field vector has a well-defined orientation or evolution over time. Three main types of polarization
can be distinguished:

1. Linear polarization

2. Elliptical polarization

3. Circular polarization

Figure 3.2: Polarisation State of Light
[30]

In Continuous-Variables Quantum Key Distribution (CV-QKD) such as GG02, information
is encoded using the quadratures of the electromagnetic wave [25] [32] ; the amplitude and phase
components. Therefore, before introducing the GG02 protocol, it is necessary to formalize the
concept of quadratures.
In the GG02 protocol, information is transmitted using coherent optical states generated by a laser
source. These states correspond to optical modes described through their quadratures.

Définition 3 (Optical Mode). An optical mode is a configuration of the electromagnetic field
characterized by a specific spatial profile, frequency, polarization, and phase. It can be described
using two real-valued orthogonal components known as quadratures. These two components play a
role analogous to Cartesian coordinates in a phase space and provide a complete description of the
electromagnetic field state.

Définition 4 (Monochromatic Field). A monochromatic field is an electromagnetic field oscillat-
ing at a single, well-defined frequency. Its temporal evolution is typically described by a sinusoidal
function with constant amplitude and phase. The temporal evolution of a monochromatic electro-
magnetic field is mathematically analogous to that of a classical harmonic oscillator.

18



Définition 5 (Classical Harmonic Oscillator). A classical harmonic oscillator is a dynamical sys-
tem in which a particle of mass m is subject to a restoring force proportional to its displacement x
from an equilibrium position.

The restoring force is described by Hooke’s law:

F = −kx, (3.1)

where k > 0 is the stiffness (spring constant) of the system.

The motion of the system is governed by Newton’s second law, leading to the differential equation:

m
d2x

dt2
+ kx = 0. (3.2)

0.5 1 1.5 2

·10−14

−1

1

t

x(t)

Figure 3.3: Sinusoidal Oscillation x(t) = A cos(ωt+ ϕ)

The general solution of this equation is a sinusoidal oscillation illustrated in the figure 3.3 :

x(t) = A cos(ωt+ ϕ), (3.3)

where:

• x(t) is the value of the electromagnetic field at time t,

• A is the amplitude of the field,

• ω is the angular frequency (in rad/s),

• t is time,

• ϕ is the initial phase.

19



The angular frequency is related to the frequency f by:

ω = 2πf (3.4)

In the case of monochromatic electric field, the Equation (3.3) can equivalently be represented
as a linear combination of two phase-orthogonal quadratures:

E(t) = X cos(ωt) + P sin(ωt), (3.5)

where:

• X is the in-phase quadrature

• P is the quadrature component shifted by π
2 in phase.

Consequently, any optical signal can be represented as a point (X,P ) in phase space. The
two quadratures therefore define orthogonal axes that fully characterize the state of the field and
encode the following information:

1. The total amplitude of the field;

The total amplitude A of the field is given by

A =
√
X2 + P 2. (3.6)

2. The phase of the field;

The phase φ is given by:

φ = arctan

(
P

X

)
. (3.7)

X

P

X

P
S(X,P )

Figure 3.4: Signal S(X,P ) in Phase Space.

These quadratures (X and P ) are used in Continuous-Variable Quantum Key Distribution
(CV-QKD) protocols, such as GG02. The quadratures are treated as quantum observables associ-
ated with a quantized optical mode. They are analogous to position and momentum variables of a
harmonic oscillator.
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3.2. Superposition

In the purpose to explain what the superposition [40] [2] [20]is about, a quantum state and
a Qubit are to be defined.

Définition 6 (Quantum State). A quantum state is a mathematical object that contains all the
information required to predict the probabilities of measurement outcomes for a quantum system.
Mathematically, a quantum state can be described as a linear combination of states.

Définition 7 (Qubit). A Qubit is the fundamental unit of quantum information used by QKD,
analogous to a bit in classical computing and can be represented by the Bloch Sphere

When measured in the computational basis, a qubit yields one of two possible outcomes, 0
or 1. Before measurement, however, its state may be any superposition of the two basis states :

|Ψ⟩ = α · |0⟩+ β · |1⟩ (3.8)

where:

• |α|2 is the probability of measuring the state |0⟩

• |β|2, is the probability of measuring the state |1⟩

Note that α, β ∈ C and satisfy the condition as follows :

|α|2 + |β|2 = 1 (3.9)

This normalization ensures that the total probability of finding the qubit in either state is one.

Note that this notation is difficult to visualize. In order to provide a more intuitive geomet-
rical interpretation of a Qubit, the Bloch sphere representation is used.

Définition 8 (Bloch Sphere). The Bloch sphere [20] [36] is a three-dimensional unit sphere allowing
any pure qubit state to be represented as a point located on its surface.

Using this representation, the general qubit state can be rewritten as:

|ψ⟩ = cos

(
θ

2

)
|0⟩+ eiϕ sin

(
θ

2

)
|1⟩ (3.10)

where:

• θ ∈ [0, π] determines the position of the quantum state between the north and south poles of
the Bloch sphere,

• ϕ ∈ [0, 2π] represents the relative phase between the two computational basis states.
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Figure 3.5: Bloch Sphere Representation
[36]

3.3. Measurement

As described in the subsection “superposition” , before measurement the quantum state of
a Qubit is written as follows:

|Ψ⟩ = α · |0⟩+ β · |1⟩ (3.11)

Measurement alters the quantum state and results in probabilistic outcome. [2] After mea-
surement, the quantum state of the Qubit collapses in order to give a certain outcome (specific
state: either |0⟩ or |1⟩) according to the probability of observing one of the states mentioned in the
linear combination equation (3.8). Note that quantum measurement is irreversible.

3.4. Heisenberg Uncertainty Principle

The Heisenberg Uncertainty Principle [13] [17] states that it is impossible to know everything
about Quantum properties of an object. In particular, two complementary observables cannot be
measured simultaneously with precision. Indeed, measuring one of these observable destroys the
information of the other. Consequently, it limits the amount of information that can be obtained
about quantum physical properties of the matter. Measurement implies system perturbation.
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As an exemple, if a mass m is moving along a trajectory with velocity v, it is impossible to
know exactly and simultaneously its position and its momentum p = m · v
Let ∆x, the uncertainty in position x and ∆p, the uncertainty in momentum p, we have :

∆x ·∆p ≥ h

4π
. (3.12)

with h = 6, 626 · 10−34J · s denoting the Planck constant.
Since the momentum can be expressed as p = mv, it follows that ∆p = m · ∆v. Therefore, the
inequality can also be written as:

∆x ·∆v ≥ h

4πm
(3.13)

In BB84, the relevant principle is not primarily the position-momentum uncertainty relation,
but the impossibility of perfectly distinguishing non-orthogonal quantum states and the disturbance
induced by measurements performed in an incompatible basis. Consequently, an eavesdropper who
measures photons in an inappropriate basis introduces detectable errors in the sifted key, which
can be revealed through the estimation of the Quantum Bit Error Rate (QBER)1.

1QBER will be discussed later on with the section 5.3 QKD Security and Reliability
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4 Quantum Information Principles

4.1. The No-Cloning Theorem

The no-cloning theorem is one of the central principles of quantum information theory. It
states that an arbitrary unknown quantum state cannot be copied perfectly.

More formally, there exists no universal unitary operation U such that, for any arbitrary quantum
state |ψ⟩ and a fixed initial blank state |0⟩, the following transformation holds:

U (|ψ⟩ ⊗ |0⟩) = |ψ⟩ ⊗ |ψ⟩ (4.1)

The implications of the no-cloning theorem are particularly significant in the context of
Quantum Key Distribution (QKD). Any attempt by an eavesdropper to duplicate a transmitted
quantum state inevitably introduces disturbances due to the measurement process, thereby altering
the state. As a consequence, legitimate parties can detect the presence of an adversary.

4.2. Entanglement

Quantum entanglement [40] [38] is a phenomenon observed in quantum mechanics in which
the quantum state of two objects must be described globally.
When quantum objects are placed in an entangled state, correlations exist between the observed
physical properties of these objects. Thus, although the entangled objects O1 and O2 are separated
by large spatial distances, they are not independent, and the system {O1, O2} must be considered
as a single physical system.
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The simplest set of maximally entangled states of two Qubit is the Bell states [35]. The
former constitute one of the most fundamental objects in quantum information theory and are
denoted as follows :

|Φ+⟩ = 1√
2
(|00⟩+ |11⟩)

|Φ−⟩ = 1√
2
(|00⟩ − |11⟩)

|Ψ+⟩ = 1√
2
(|01⟩+ |10⟩)

|Ψ−⟩ = 1√
2
(|01⟩ − |10⟩)

(4.2)

Measuring the first Qubit implies knowledge about the second Qubit.

As an example, let’s consider the state |Φ+⟩ = 1√
2
(|00⟩+ |11⟩)

1. If the measurement outcome is 0, the second Qubit is also 0;

2. If the measurement outcome is 1, the second Qubit is also 1.

Quantum entanglement has significant applications in Quantum Key distribution entanglement-
based protocols.

Concerning entangled states, a fundamental concept is based on Bell inequalities. These
inequalities must be satisfied by any local hidden variable theory. As seen before, the outcomes
of quantum measurements are probabilistic. However, quantum entanglement gives rise to strong
correlations between measurement outcomes of two intricated objects O1 and O2, which cannot be
explained by classical local models.

Two main classes of interpretations have been proposed:

• Non-local theories.

These approaches allow for correlations that cannot be explained by local mechanisms.
These correlations do not imply the existence of any faster-than-light signaling.

• Hidden variable theories.

These theories assume that quantum mechanics is incomplete and that additional
variables determine measurement outcomes. Bell inequalities specifically rule out local hid-
den variable theories, although certain non-local hidden variable models remain theoretically
possible.
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Bell inequalities provide a mathematical framework to test these hypotheses through statis-
tical correlations between measurement outcomes. Their experimental violation demonstrates that
nature cannot be described by any local hidden variable theory. The most commonly used formu-
lation of Bell inequalities in experimental contexts is the Clauser–Horne–Shimony–Holt (CHSH)
inequality. It is expressed as:

|S| =
∣∣E(a, b) + E(a, b′) + E(a′, b)− E(a′, b′)

∣∣ ≤ 2 (4.3)

where:

• a, a′ denote the measurement settings chosen by the first observer (Alice),

• b, b′ denote the measurement settings chosen by the second observer (Bob),

• E(a, b) represents the correlation coefficient between the measurement outcomes, taking val-
ues in the interval [−1, 1].

In any local hidden variable theory, the CHSH parameter satisfies the bound:

|S| ≤ 2 (4.4)

A value of S > 2 therefore indicates a violation of Bell inequalities and demonstrates that
the observed correlations cannot be explained by any local classical model.
Entanglement-based protocols such as E91 use the degree of violation of the CHSH inequality as a
test of security.
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5 Quantum Key Distribution

5.1. Overview of Quantum Key Distribution

5.1.1 Generalities

Quantum Key Distribution (QKD) provides a mechanism for establishing a secure crypto-
graphic key between two parties. It enables the generation of symmetric key material 1by using
quantum properties of light, as well as modern optical technologies such as fiber optics and free-
space transmission systems.
In most implementations, the information is encoded either in the polarization states or in the
relative phase of photons.

One of the advantages of polarization-based encoding is its robustness during propagation
through the atmosphere. This allows for long-distance transmission, reaching approximately 1200
km in satellite-to-ground communication scenarios.

Quantum cryptography relies on two distinct communication channels [2] [38]:

1. Quantum channel:

This channel is used to transmit quantum states (typically photons) that carry in-
formation according to the laws of quantum mechanics and corresponds to the first stage of
QKD protocols.
The objective of the first stage is for two parties, commonly denoted as Alice (A) and Bob
(B), to establish a raw key, denoted KA and KB, respectively. At this stage, the generated
key is only partially secure and may contain errors due to noise in the quantum channel and
imperfections in the physical devices.

1QKD systems continuously and randomly generate new private keys, which are automatically shared between
the communicating parties.
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2. Classical channel:

This channel is used for classical communication between the parties and correspond
to the second stage of QKD protocols.

It is used for:

(a) Authentication procedures

(b) Classical cryptographic protocols

(c) Post-processing steps [2]such as :

i. sifting and error Estimation in order to extract a consistent subset of the raw key.
for each transmission round, Alice and Bob publicly disclose the basis used for state
preparation and measurement.

• If their bases differ, the corresponding bit is discarded.

• If their bases match, the resulting bit is kept and appended to their respective
raw keys.

ii. Error Correction in order for Alice (A) and Bob (B) to agree on a single final key

iii. Privacy amplification in order to minimise eavesdropper’s information

In order to better understand the diversity of existing QKD schemes, the next section presents a
general classification of QKD protocols.

5.1.2 QKD Classifications

QKD protocols can be classified [40] [38] [8] into two types :

1. Discrete-Variable QKD (DV-QKD)

In DV-QKD protocols, information is encoded in discrete quantum states, typically
using single photons.

2. Continuous-Variable QKD (CV-QKD)

In CV-QKD protocols, information is encoded using quadratures of the electromagnetic
field.
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Two approaches in QKD co-exist: [44].

1. The prepare-and-measure protocols

Prepare-and-measure protocols is a class of quantum key distribution schemes in which
one legitimate party (Alice) prepares quantum states encoding classical information and trans-
mits them to another party (Bob) through a quantum channel. Bob performs measurements
on the received states using randomly chosen measurement settings. The correlations be-
tween the prepared and measured data are then processed via classical post-processing steps
(sifting, error correction, and privacy amplification) to extract a shared secret key.

From a theoretical point of view , the security of prepare-and-measure protocols relies
on fundamental quantum properties such as the no-cloning theorem and the disturbance
induced by measurement. Any eavesdropping attempt inevitably introduces detectable errors
in the transmitted quantum states, allowing the legitimate parties to estimate the level of
information leakage.

2. The Entanglement-based protocols

Entanglement-based protocols form another class of QKD protocols in which the secret
key is generated from measurements performed on entangled quantum systems.
Indeed, a source emits pairs of entangled particles and distributes one particle to Alice and
the other one to Bob. Each party then performs local measurements on their own subsystem,
using measurement bases that are chosen independently.

The interest of this approach lies in the fact that the measurement outcomes can
exhibit correlations. These correlations can be exploited to establish a shared secret key
between Alice and Bob.

From a security point of view, entanglement plays a central role because the viola-
tion of Bell inequalities can reveal whether the observed correlations are compatible with
genuine quantum behaviour. If an eavesdropper interacts with the quantum systems, these
correlations may be disturbed, which can make the intrusion detectable.
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The following table [8] highlights typical QKD protocols.

Table 5.1: Summary of Typical QKD Protocols

Protocol Type Approach Year

BB84 DV Prepare-and-measure 1984

E91 DV Entanglement-based 1991

BBM92 DV Entanglement-based 1992

GG02 CV Prepare-and-measure 2002

DPS DV Prepare-and-measure 2002

Decoy-state DV Prepare-and-measure 2003–2005

SARG04 DV Prepare-and-measure 2004

COW DV Prepare-and-measure 2005

MDI DV/CV Prepare-and-measure 2012

TF DV Prepare-and-measure 2018

PM DV Prepare-and-measure 2018

As we can see from the table 5.1, BB84 can be considered the starting point of modern QKD,
as many later protocols either extend or adapt its original security principles.

5.2. Physical Layer of a QKD System

5.2.1 Photon Sources and Photon Detection

As the prepare-and-measure protocol such as BB84 uses photons as information vector, it is
relevant to discuss the photon source and the photon detector.

Figure 5.1: Functional Organization of a QKD Demonstration Apparatus
[7]

The figure (5.1) presents the functional organization of a QKD demonstration apparatus [7].
The system is divided into two main stations:

1. Station A performing photon generation and state preparation

2. Station B performing photon reception, measurement, and detection.
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The purpose of this section is not to describe the complete QKD protocol, but to illustrate the
physical layer involved in photon generation and photon detection. For this reason, the discussion
focuses on the Single-Photon Generation Block and the Single-Photon Detection Block.

1. Single-Photon Generation Block.

Figure 5.2: Single-Photon Generation Block
[7]

The Single-Photon Generation Block is the starting point of the apparatus. Its
role is to provide the photons used during the key generation process. This block contains a
laser and a biphoton generator that produce a continuous stream of biphotons.

Laser. The laser provides the 405 nm optical pump used to feed the biphoton generator.

Biphoton generator. The biphoton generator converts part of the incident pump light into
810 nm biphotons, which are subsequently routed toward the rest of the optical setup.

Acousto-optic modulator. (AOM) The acousto-optic modulator acts as a fast optical
shutter, selecting photons during controlled time windows defined by the control electronics.

Polarizing beam splitter. PBS A acts as a polarization-selective optical element. It trans-
mits the horizontal polarization component and reflects the vertical polarization component.
Consequently, when a degenerate biphoton pair arrives at PBS A, the two photons are sep-
arated according to their orthogonal polarization states. Only one photon is retained in the
useful optical path, while the other is discarded. The retained photon therefore constitutes
the single polarized photon delivered by the Single-photon Generation Block before entering
Polarization Rotation Block A
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2. Single-Photon Detection Block.

Figure 5.3: Single-Photon Detection Block
[7]

The Single-Photon Detection Block converts the incoming optical information into de-
tection data. This block consists of a beam collimator, PBS B, SPCMs 0 and 1 and an FPGA.
Photons entering this block are first coupled into a single-mode optical fiber, which directs
them to a fiberized polarizing beam splitter. Let’s have a closer look at the components in
order to understand how it works.

Collimator The Collimator converts the diverging optical beam into a nearly parallel beam.

PBS B The PBS separates photons according to their polarization. Photons aligned with the
pump-laser axis are transmitted toward one detector, whereas orthogonally polarized photons
are reflected toward the other detector. Photons with intermediate polarization angles are
distributed according to the corresponding weighting factor.

SPCMs These components are the photon-counting detectors. This is a silicon-based avalanche
photodiode detectors. Their role is to generate an electrical signal when a photon is detected.
This allows the optical event to be converted into an electronic event that can be processed
by the control system.

FPGA receives the electrical pulses generated by the SPCMs. Its utility is to detect and
record the short pulses coming from the detectors during the relevant control window. Par-
ticularly, It allows the data acquisition.
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5.2.2 Coherent Optical State Source And Detection

As prepare-and-measure protocols such as GG02 encode information into the continuous
quadratures of coherent optical states, it is relevant to discuss the generation and detection of
these optical properties.

Figure 5.4: Generator And Detector Of Coherent Optical State apparatus
[18]
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1. Generator

Figure 5.5: GG02 State Preparation Apparatus
[18]

Let’s have a closer look at the components highlighted in the Figure 5.5 representing
the state preparation apparatus.

The optical field is first generated by a continuous-wave laser diode.

The grating-extended cavity contributes to improving the spectral stability of the source

The optical isolator prevents back-reflections from reaching the laser diode.

The acousto-optic modulator (AOM ) is used to carve the continuous beam into optical
pulses.

After spatial filtering through a single-mode fibre, the optical beam is divided into two
paths.

(a) the first path contains the signal beam. This is where the information encoded by Alice
is ;

(b) The second path contains the local oscillator
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The electro-optic modulator ( EOM) In the GG02 protocol, Alice generates two random
variables, denoted xA and pA, according to a centred Gaussian distribution with variance
VAN0:

xA, pA ∼ N (0, VAN0), (5.1)

where:

• VA is the modulation variance

• N0 denotes the shot-noise variance.

These two variables are associated with the two field quadratures. The value xA corre-
sponds to the in-phase quadrature, while pA corresponds to the phase quadrature.

The electro-optic modulator is used to modulate the optical pulses according to these Gaussian
variables. In this way, Alice prepares a coherent state of the form:

|xA + ipA⟩ . (5.2)

The lenses denoted by their focal lengths f ′, allow the beam to be focused, collimated or
mode-matched through the different optical components.

The half-wave plates λ/2 adjust the linear polarization of the field, ensuring proper align-
ment with the polarizing elements and with the modulation apparatus.

The prepared Gaussian-modulated coherent pulses are then transmitted through the quantum
channel toward Bob.
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2. Detector

Figure 5.6: GG02 State Detection Apparatus
[18]

For each received state, Bob randomly measures one of the two quadratures and records
the corresponding measurement result.To do so, Bob uses the Homodyne Detetector appara-
tus. The Figure 5.6 represents a setup for homodyne detection.

The incoming quantum signal is combined with a strong Local Oscillator (LO) using
a beam splitter. The interference between the signal and the LO allows the extraction of
quadrature information from the optical field.

Several polarization control components are used in the setup.

36



Let’s have a look at the components.

Polarizing Beam Splitters (PBS) separate orthogonal polarization components.

Half-wave plates (λ/2) rotate the polarization state in order to maximize interference vis-
ibility and optimize alignment conditions.

A piezoelectric transducer (PZT) is employed to precisely control the optical phase dif-
ference between the signal and the local oscillator. This phase stabilization is essential because
the measured quadrature depends directly on the relative phase between both optical fields.

BPX65 photodiodes The optical signal is detected using photodetection. The photodiodes
measure the optical intensities associated with the two output ports. The corresponding
photocurrents are electronically amplified and subtracted, leading to a balanced detection
scheme. The differential photocurrent is given by:

I− = It − Ir (5.3)

This subtraction suppresses common classical noise contributions originating from the laser
source and isolates the interference term between the signal and the local oscillator.

Assuming that the local oscillator intensity is much larger than the signal intensity, the
differential signal becomes proportional to the field quadrature:

I− ∝ |αLO|Xϕ (5.4)

Where

• |αLO| is the amplitude of the local oscillator

• Xϕ = X cosϕ+ P sinϕ is the generalized field quadrature. The phase ϕ imposed by the
PZT determines which quadrature is measured. For instance:

ϕ = 0⇒ Xϕ = X (5.5)

ϕ =
π

2
⇒ Xϕ = P (5.6)
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5.2.3 Quantum Transmission Medium

A QKD link [8] relies on two communication channels:

1. A quantum channel, used to transmit quantum states,

2. A classical channel, used for public information exchange during the protocol.

Both channels may be publicly accessible, but their communications must be authenticated in order
to prevent impersonation or man-in-the-middle attacks.

In practice, quantum signals are significantly more fragile than classical optical signals.
Indeed, they are affected by propagation impairments such as :

1. attenuation,

2. scattering,

3. noise in optical fibers,

4. atmospheric turbulence in the case of free-space links.

Unlike classical signals, quantum states cannot be straightforwardly amplified, since amplifi-
cation would require extracting information about the state (measurement) and effectively copying
it. Let’s remember, measurement make the quantum state collapse and copying a quantum state
is forbidden by the no-cloning theorem as seen before.

At this point, it is relevant to discuss about the two existing QKD links.

5.2.3.1 Optical-Fiber QKD

Optical fibers is the most mature transmission medium for QKD. Their relatively low attenu-
ation and high stability make them suitable for controlled point-to-point quantum communication.
Experimental demonstrations have progressively increased both the achievable transmission dis-
tance and the secret-key rate. Fiber-based QKD has reached secret-key rates in the Mbps range
over metropolitan distances, while long-distance demonstrations have extended the range to several
hundred kilometres.

An advantage of fiber-based QKD is its compatibility with existing telecommunication infras-
tructures, which facilitates practical deployment and reduces implementation costs. Commercial
QKD systems based on optical fiber are already available. However, the distance of point-to-point
fiber QKD remains fundamentally constrained by optical loss and noise accumulation. Moreover,
fiber deployment may be difficult or economically impractical across geographical obstacles such as
rivers, mountains, or remote areas.
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5.2.3.2 Free-Space QKD

Free-space QKD offers complementary advantages, notably large coverage, flexible link re-
configuration, and the possibility of satellite-based distribution. Experimental results have demon-
strated QKD through atmospheric channels, including aircraft-to-ground, satellite-to-ground, day-
light free-space transmission, and even underwater or air-water quantum communication scenarios.

One of the main reasons for considering free-space QKD is that the limitations of the trans-
mission channel are different from those encountered in optical fibers.
Indeed, in a fiber-based link, attenuation increases very rapidly with distance, which makes long-
distance QKD difficult without trusted nodes or additional technological solutions. In free space,
the situation is different: the losses are mainly caused by beam divergence, atmospheric pertur-
bations, and imperfect alignment. When the transmission takes place above the atmosphere, for
example in a satellite link, absorption and scattering can be significantly reduced. This explains why
satellite-assisted QKD is often presented as a promising path toward long-distance, and potentially
global, quantum-secure communication.

5.2.3.3 Conlusion

Fiber-based QKD currently provides the most mature and deployable solution for short- and
medium-distance applications, whereas free-space QKD offers a promising route toward wide-area
and global quantum networks. The integration of both media is therefore a plausible architecture
for future large-scale QKD infrastructures.

The following table [8] allows the reader to have a comparison between the optical-fiber QKD
and free-space QKD:

Table 5.2: Optical Fiber vs. Free Space for QKD

Optical fiber Free space

Stability High Low

Flexibility Low High

Maturity High Low

Cost Low High

Commercialization Available Unavailable

Achievable distance without relaying 605 km (104.8 dB) 1,200 km (<33 dB)

Future direction Complement each other towards a global network
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5.3. QKD Security and Reliability

5.3.1 Generalities

The security of Quantum Key Distribution (QKD) [2] is fundamentally based on the laws
of quantum mechanics rather than on computational assumptions. In contrast to classical crypto-
graphic systems, whose security relies on the presumed hardness of mathematical problems, QKD
guarantees security against adversaries limited only by the laws of physics.

A fundamental property of QKD is its ability to detect any eavesdropping attempt by an
adversary. Indeed, due to the principles of quantum mechanics, any measurement performed on the
quantum states disturbs them, thereby revealing the presence of an interceptor. The more infor-
mation an adversary attempts to extract, the higher the induced noise, increasing the probability
of detection.

During the post-processing phase of QKD, error correction and parameter estimation are
essential steps to ensure the reliability and security of the generated key. A subset of size m of
the raw key is randomly selected and publicly disclosed by one of the parties. This subset is used
to perform parameter estimation, allowing both parties to evaluate the noise characteristics of the
quantum channel. By comparing their measurement outcomes, Alice and Bob establish statistical
properties of the channel. In particular, they estimate the probability that a quantum state pre-
pared in a given basis is incorrectly measured, which is interpreted as noise.

5.3.2 Assumptions and Limitations of QKD

Although Quantum Key Distribution is presented as a cryptographic approach that reduces
the dependence on computational hardness assumptions, it does not provide security without any
assumptions [3]. Its security relies on several physical, theoretical and implementation-related
hypotheses. These assumptions vary depending on the protocol considered. Some of them can be
discussed independently of a specific QKD scheme.

1. Validity of quantum theory.

QKD security is fundamentally based on the assumption that quantum theory correctly de-
scribes the behaviour of physical systems involved in the protocol. It is assumed that the
mathematical structure of quantum mechanics accurately predicts the outcome of quantum
measurements. This assumption is supported by a large number of experimental results.

2. Completeness of quantum theory.

Completeness means that there is no deeper physical theory that would allow an ad-
versary to predict measurement outcomes more accurately than quantum mechanics permits.
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3. Absence of unintended information leakage.

Practical QKD implementations also require the assumption that the devices used by
Alice and Bob do not leak relevant secret information outside the intended protocol opera-
tions. This concerns several components, including single-photon detectors, quantum random
number generators, optical modulators, lasers, control electronics and the classical computer
used to store or process the raw key.

For instance, if the raw key stored on a classical computer were unintentionally leaked
through an implementation flaw or a side channel, the theoretical security of the QKD protocol
would no longer be sufficient. In practice, this requires appropriate hardware protection,
shielding and careful implementation.

4. Existence of an authenticated classical channel.

A fundamental requirement is the existence of an authenticated classical communica-
tion channel.
Indeed, after the quantum transmission phase, Alice and Bob must exchange classical infor-
mation in order to perform basis reconciliation, error estimation, error correction and privacy
amplification. If this classical channel is not authenticated, an adversary could perform a
man-in-the-middle attack by impersonating Alice to Bob and Bob to Alice.

5. Correctness of the protocol implementation.

The validity of a QKD security proof depends on how closely the real implementation
follows the assumptions of the theoretical model.
If some devices behave differently from what is assumed, for example if detectors do not
have identical efficiencies, the proof may no longer fully apply. Such imperfections can create
exploitable side channels.
Therefore, the security of a QKD system depends not only on the protocol itself, but also on
the correctness and reliability of its practical implementation.

6. Technological assumptions for long-distance communication.

Long-distance QKD is limited by the attenuation and noise affecting quantum signals
in optical fibres or free-space channels. To extend the transmission range, approaches such as
quantum repeaters and trusted nodes can be considered. Quantum repeaters would preserve
the quantum nature of the communication, but they remain technologically difficult to deploy
at large scale. Trusted nodes are more mature in practice, but they introduce an additional
security assumption, since the intermediate nodes must be trusted.

In conclusion , QKD should be understood as a cryptographic paradigm whose security is
theoretically strong, but whose practical reliability depends on well-identified physical and engi-
neering conditions.
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5.3.3 The Quantum Bit Error Rate (QBER)

Security and reliability leads to the definition of the Quantum Bit Error Rate (QBER).

Définition 9. The QBER is defined as the probability that a quantum state prepared in a given
basis and measured in the same basis yields a different outcome than the one initially encoded.

QBER = Pr(measured bit ̸= sent bit)

A high QBER indicates either the presence of noise in the quantum channel or a potential
eavesdropping attempt. The acceptable QBER threshold depends on the specific QKD protocol
and its implementation.
if the estimated noise level remains below the acceptable threshold, Alice and Bob proceed with an
error correction phase in order to reconcile their raw keys.

For instance, in the BB84 protocol, the tolerable QBER is typically around 11%, although
under certain conditions it may reach values close to 20%. Under a simplified noise model, the
QBER can be expressed as [16] [28]:

e84 =
c psignal +

1
2 (pdark + pstray)

pclick
. (5.7)

Where

• c represents intrinsic optical or alignment error coefficient. It accounts for errors affecting
genuine signal photons, for example due to imperfect polarization preparation, imperfect basis
alignment, optical misalignment, or detector imperfections.

• psignal denotes the probability that a detector click is caused by a genuine signal photon sent
by Alice and received by Bob.

• pdark denotes the probability of a dark-count event, i.e. a detector click occurring in the
absence of an incident signal photon due to detector noise.

• pstray denotes the probability of a detector click caused by stray light or background photons
not originating from the intended quantum signal.

• pclick concerns the total probability that Bob’s detector registers a click. It includes clicks
caused by the intended signal as well as clicks caused by noise sources such as dark counts
and stray light.

In order to minise the amount of information the eavesdropper would have , a privacy amplifi-
cation is executed. The resulting key is shorter than the original raw key, as part of the information
must be sacrificed to guarantee security.
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5.3.4 QKD Attacks Overview

Considering the security analysis of QKD, there are three main classes of attacks as follows : [2]:

• Individual attacks: The adversary interacts independently with each quantum signal and
measures immediately after the interaction.

• Collective attacks: The adversary interacts independently with each signal but may delay
measurements and perform a collective quantum measurement at a later stage.

• Coherent attacks: The most general and powerful class of attacks, where the adversary
performs a joint operation on all transmitted quantum systems simultaneously, exploiting the
full power of quantum mechanics.

Here is a list of attacks’ examples [14] [26]:

1. Intercept-Resend Attack

The intercept-resend attack consists of an adversary, Eve, intercepting the photons
transmitted by Alice, measuring them in a basis of her choice, and then sending newly pre-
pared photons to Bob according to her measurement results. In the BB84 protocol, Eve does
not know in advance which basis Alice used to prepare each quantum state. Consequently,
Eve’s measurement basis is chosen probabilistically.

When Eve selects the wrong basis, her measurement disturbs the original quantum
state and may introduce errors into the sifted key shared by Alice and Bob. These errors can
be detected statistically by comparing a subset of the key or by estimating the quantum bit
error rate. This attack illustrates a central feature of QKD: an unauthorized measurement of
an unknown quantum state generally modifies the transmitted information and can therefore
reveal the presence of eavesdropping.

2. Faked State Attack [11]

The faked-state attack uses imperfections in the physical implementation of BB84
systems, particularly the avalanche photodiode (APD) detectors used by the receiver.

Indeed, the attack relies on manipulating the APD detectors used by Bob.
Under normal operating conditions, these detectors require a short recovery time before they
are able to detect another photon. However, it was shown that continuous illumination can
prevent the detector from properly recharging, causing it to behave as a classical photodiode
rather than as a quantum detector. In this state, the detector may either be blinded or forced
to produce detection events under the control of the attacker.

In the faked-state attack, Eve first intercepts the photon transmitted by Alice and per-
forms her own measurement. She then prepares and sends a so-called “faked state”2 to Bob.
Indeed, the attack strategy consists in preparing the opposite bit value in the opposite mea-
surement basis with respect to Eve’s own measurement result.

2The term “faked” refers to the fact that Eve does not transmit a genuine quantum state, but instead manipulates
Bob’s detection apparatus so that it behaves as if a valid quantum state had been received.
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For instance, if Eve measures bit 0 in the X basis, she prepares bit 1 in the Z basis before
sending the signal to Bob. Simultaneously, Eve blinds selected detectors in Bob’s apparatus.
As a result, if Bob measures in the same basis as Eve, he may detect the bit chosen by Eve or
obtain no detection event. Conversely, if Bob measures in a different basis, no valid detection
occurs.

3. Man-in-the-Middle Attack

A man-in-the-middle attack becomes possible when the QKD communication process
is not properly authenticated. Without authentication, Alice and Bob cannot reliably verify
whether they are communicating with each other or with an adversary positioned between
them. Eve may therefore impersonate Bob when communicating with Alice and impersonate
Alice when communicating with Bob.

This attack demonstrates that QKD cannot be considered secure if the classical communica-
tion channel is unauthenticated.

4. Photon Number Splitting Attack

The photon number splitting attack arises from the difficulty of producing ideal single-
photon sources.
Indeed, in practical QKD systems, weak coherent pulses are frequently used instead of true
single-photon emitters. The number of photons contained in each pulse follows a probabilistic
distribution, which means that some pulses may contain more than one photon.

In practical, when a multi-photon pulse is emitted, Eve can intercept one photon
while the remaining photons continues toward Bob. These remaining photons carry the same
quantum information as the stolen one. She can store the intercepted photon until Alice and
Bob publicly disclose their basis choices. Once this information is available, Eve can measure
her photon in the correct basis and obtain information about the key without introducing
detectable errors.

5.3.5 Attack Prevention

As in any branch of cryptography, attacks and countermeasures are closely related in Quan-
tum Key Distribution [14] [26] . Over the last decades, the QKD community has investigated
attacks, vulnerabilities, imperfections, and the corresponding strategies intended to prevent them
or mitigate their consequences. In some cases, a given countermeasure does not only address a
single attack, but can protect an entire class of QKD protocols or implementations.

Several practical attacks against QKD systems rely on the use of bright light pulses by an
eavesdropper. For this reason, modifications at the level of the physical apparatus may be required.
In the case of photon-number-splitting attacks, the use of a true single-photon source is preferable
to an attenuated laser source.

To mitigate the PNS attack, the decoy-state method was introduced as an efficient coun-
termeasure. The main idea consists in randomly varying the intensity of the emitted optical pulses
during the quantum transmission phase. In addition to the standard signal states used to gener-
ate the secret key, the transmitter also sends decoy states with different average photon numbers.
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These decoy states are prepared such that they are indistinguishable from the signal states in every
aspect except their photon-number statistics.

Since an eavesdropper cannot determine whether a given pulse corresponds to a signal state
or to a decoy state, any selective attack targeting multi-photon pulses inevitably modifies the
statistical behavior of the transmitted signals. After the quantum transmission, the transmitter
publicly reveals which pulses corresponded to decoy states. Using the observed detection and error
rates associated with the different pulse intensities, the legitimate users can estimate the behavior
of single-photon events and detect inconsistencies caused by a potential PNS attack.

The decoy-state method does not physically block an eavesdropper from interacting with
the quantum channel. Its role is rather to make certain attacks statistically visible by comparing
the behaviour of signal and decoy pulses. If the observed transmission rates are inconsistent with
the expected behaviour, Alice and Bob can suspect a manipulation of the channel. For this reason,
decoy states are widely used as a practical security enhancement in modern DV-QKD systems.

Another important family of countermeasures is based on interference-based QKD [26] . Here
comes the Measurement-Device-Independent Quantum Key Distribution 3 (MDI-QKD) which al-
lows to mitigate the faked state attack.
In these schemes, quantum-optical interference is central to the distribution of quantum correla-
tions over long distances. Quantum signals are prepared by two QKD transmitters and sent through
quantum channels to a relay station that contains the measurement apparatus. A major advantage
of this approach is that the security of the protocol does not rely on trust assumptions concerning
the measurement devices, especially the detectors. The relay station itself may even be entirely
controlled by an eavesdropper without compromising the security framework of the protocol. Con-
sequently, attacks targeting imperfections in the detection system, such as the faked-state attack
presented previously, do not provide a practical advantage to Eve in these implementations.

Post-processing countermeasures are also essential. Privacy amplification can be used to re-
move information that may have leaked to Eve. This process reduces the length of the key available
for encryption, but ensures that Eve has no information about the final key. In practical QKD,
this is important because it takes into account deviations between theoretical security assumptions
and real implementations.

In addition to these countermeasures, practical QKD security also requires taking into ac-
count the finite amount of data available during a real protocol execution.
Indeed, in practical QKD systems, the number of exchanged quantum signals is finite. Therefore,
channel parameters such as QBER, transmission, or excess noise cannot be estimated with per-
fect precision. Finite-key analysis accounts for statistical fluctuations due to limited sample sizes
and adjusts the final key length accordingly. This aspect is essential in practical security proofs,
although a detailed mathematical treatment is beyond the scope of this exploratory thesis.

It is important to note that the classical communication channel used in QKD must be
authenticated. Although the quantum channel allows the detection of eavesdropping attempts
through measurement-induced disturbances, it does not guarantee the identity of the communicat-
ing parties. Without authentication, an adversary could perform a man-in-the-middle attack by

3Measurement-Device-Independent Quantum Key Distribution will be discussed later on with the section QKD
main protocols
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impersonating each party to the other. Therefore, QKD establishes secret key material only under
the assumption that the classical channel is authenticated.
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5.4. Quantum Key Distribution Protocols

From now on, four selected illustrative QKD protocols will be discussed. These protocols are
selected because of their representativeness and their ability to illustrate the principal operating
paradigm encountered in QKD.

5.4.1 BB84

The BB84 [5] [27] [37] [23]protocol was introduced in 1984 by Bennett and Brassard. BB84 is
considered the first practical Quantum Key Distribution (QKD) protocol. Its objective is to allow
two distant parties, traditionally called Alice and Bob, to establish a shared secret cryptographic
key while being able to detect the presence of an eavesdropper. The protocol relies on fundamental
principles of quantum mechanics, especially the impossibility of perfectly measuring or copying an
unknown quantum state without disturbing it.

In the BB84 protocol, information is encoded onto single photons using two conjugate polarization
bases. The first basis is the rectilinear basis, represented by the states :

|0⟩, |1⟩ (5.8)

while the second one is the diagonal basis, represented by

|+⟩, |−⟩ (5.9)

Where

|+⟩ = |0⟩+ |1⟩√
2

, |−⟩ = |0⟩ − |1⟩√
2

.

In practical polarization-based implementations, these quantum states correspond to different
photon polarizations. The states |0⟩ and |1⟩ are usually associated with horizontal and vertical
polarizations, whereas |+⟩ and |−⟩ correspond to +45◦ and −45◦ diagonal polarizations.

The operation of the BB84 protocol can be divided into two main stages:

1. Stage 1

This stage corresponds to the quantum communication channel.

(a) Alice’s side

Alice first generates a random binary sequence. For each bit, she randomly chooses
one of the two polarization bases and prepares the corresponding quantum state. The
prepared photons are then transmitted one by one through a quantum channel toward
Bob.
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(b) Bob’s side

Upon reception, Bob independently and randomly chooses a measurement ba-
sis for each incoming photon. If Bob selects the same basis as Alice, the transmitted
bit can be recovered correctly. However, if Bob measures the photon using the wrong
basis, quantum mechanics predicts that the measurement outcome becomes completely
random.

2. Stage 2

This stage corresponds to the classical communication channel.

(a) Sifting process

Bob announces the measurement basis used for each received photon, while Alice
indicates which basis choices were correct. The bit values themselves are never revealed
during this discussion.
Both parties then discard all events for which different bases were used. The remaining
correlated bits form the so-called sifted key.

(b) Error estimation

Alice and Bob compare a small subset of their sifted key, this is where the quantum
bit error rate (QBER) is computed. If the error rate exceeds a predefined threshold, the
communication is considered insecure and the key is discarded.

(c) Reconciliation

The purpose of reconciliation is to transform Alice’s and Bob’s sifted keys into
identical bit strings while minimizing the amount of information revealed over the au-
thenticated classical channel. Since transmission noise, detector imperfections, or po-
tential eavesdropping may introduce discrepancies between the two sifted keys, an error-
correction procedure is required before generating the final secret key.

One of the most widely known reconciliation procedures used in Quantum Key
Distribution is the Cascade protocol [41]. Cascade is an error-correction protocol based
on parity comparisons and iterative binary searches. Although it is considered simple
and efficient, its principal limitation lies in the large amount of classical communication
required between Alice and Bob. Consequently, modern QKD implementations often
favor LDPC 4-based reconciliation schemes , which reduce the communication.

Cascade relies on a subprotocol called BINARY, whose objective is to localize a
single erroneous bit inside a block containing an odd number of errors. Alice and Bob
first divide their respective bit strings into smaller sub-blocks and compare the associated
parity values over the authenticated public channel. Whenever two parities differ, this

4Low Density Parity Check. Although LDPC codes play an important role during the reconciliation phase of
practical QKD systems, an in-depth analysis of their foundations would considerably extend the scope of this work.
For further information the reader may refer to [29]
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indicates the presence of an odd number of errors inside the considered sub-block. The
same operation is recursively repeated until the erroneous bit is isolated and corrected.

The complete Cascade protocol is performed over several successive passes. During
the first pass, Alice and Bob divide their sifted keys into blocks of predefined size and
publicly exchange the parity associated with each block. For every block presenting
different parity values, the BINARY procedure is executed in order to identify and
correct one error.

Note that the recursive divisions performed during the BINARY procedure should
not be confused with the successive passes of the Cascade protocol. The BINARY
subprotocol is used locally to isolate an erroneous bit inside a given block, whereas a
new pass corresponds to a global reshuffling of the sifted key into newly generated blocks
in order to reveal previously undetected errors.

Although Cascade publicly reveals parity information, the actual values of the
secret bits are never directly disclosed. Consequently, an eavesdropper only gains limited
partial information regarding the reconciled key.

(d) Amplification

Privacy amplification [1] is then applied to reduce Eve’s possible information about
the reconciled key. Alice and Bob process the corrected key with a suitable hashing proce-
dure, which compresses the bit string into a shorter one. Privacy amplification generally
relies on hash functions, which map large input domains into smaller output domains. In
practical QKD systems, families of Universal2 hash functions are commonly employed.
Instead of using a single deterministic hash function, one function is randomly selected
from a predefined collection of hash functions. When properly designed, Universal2

5

hash families provide strong security guarantees and ensure that any partial information
potentially obtained by Eve becomes negligible after the compression process.

Algorithm 3 BB84 Protocol Quantum Communication

1: Input: Number of transmitted qubits n
2: Output: A sifted secret key shared between Alice and Bob
3: Alice generates a random bit sequence A = (a1, a2, . . . , an)
4: Alice generates a random basis sequence BA = (bA1 , b

A
2 , . . . , b

A
n )

5: Bob generates a random basis sequence BB = (bB1 , b
B
2 , . . . , b

B
n )

6: for i = 1 to n do
7: Alice prepares a quantum state |ψi⟩ according to bit ai and basis bAi
8: Alice sends |ψi⟩ to Bob through the quantum channel
9: Bob measures the received quantum state using basis bBi

10: Bob stores the measurement result as ri
11: end for
12: Execute Phase 2 described in Algorithm 4

5Foundations underlying Universal2 hash functions are not developed in detail in this thesis in order to preserve
conciseness and maintain the focus on the overall operation of the BB84 protocol and its processing phases. For
further information the reader may refer to [21]
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Algorithm 4 BB84 Protocol Classical Communication

1: Input: basis sequence of Alice BA = (bA1 , b
A
2 , . . . , b

A
n )

2: Input: basis sequence of Bob BB = (bB1 , b
B
2 , . . . , b

B
n )

3: Bob publicly announces the basis sequence BB

4: Alice publicly indicates the positions where bAi = bBi
5: Alice and Bob discard all positions where bAi ̸= bBi
6: The remaining bits form the sifted key Ksifted

7: Alice and Bob publicly compare a small subset of Ksifted

8: They estimate the quantum bit error rate QBER
9: if QBER is above the accepted threshold then

10: Abort the protocol
11: else
12: Keep the remaining bits as the shared key material
13: Alice and Bob execute the reconciliation phase
14: Alice and Bob executed the privacy amplification
15: end if

Algorithm 5 Cascade Reconciliation Protocol

1: Input: Alice’s sifted key KA, Bob’s sifted key KB, number of passes r
2: Output: Bob’s corrected key Kcorrected

B

3: for i = 1 to r do
4: Choose a block size ki
5: Randomly permute the positions of KA and KB

6: Divide KA and KB into blocks of size ki
7: for each block Bj do
8: Alice computes the parity PA(Bj)
9: Bob computes the parity PB(Bj)

10: Alice and Bob publicly compare PA(Bj) and PB(Bj)
11: if PA(Bj) ̸= PB(Bj) then
12: execute algorithm 6
13: end if
14: end for
15: end for
16: return Kcorrected

B
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Algorithm 6 BINARY Subprotocol

1: Input: A block B for which Alice’s and Bob’s parities differ
2: Output: Location and correction of one erroneous bit
3: while the size of B is greater than 1 do
4: Divide B into two sub-blocks BL and BR

5: Alice and Bob compare the parity of BL

6: if the parities of BL differ then
7: B ← BL

8: else
9: B ← BR

10: end if
11: end while
12: Bob flips the remaining bit in B
13: return corrected bit

The BB84 protocol was selected for the detailed numerical illustration because it introduces
the essential principles underlying most QKD protocols. Since many protocols rely on similar key
distribution concepts while introducing more advanced implementation or security mechanisms.
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BB84 protocol Application Example

Here is an example of BB84 application

Table 5.3: Results of a BB84 Application Example

Quantum Communication

1 2 3 4 5 6 7

Alice’s transmission − | \ / \ − /

Alice’s bits 0 1 0 1 0 0 1

Bob’s bases + + × × × + ×
Bob’s measurement − | \ / \ − \

Bob’s bit 0 1 0 1 0 0 0

Sifted key after basis comparison

Alice’s key 0 1 0 1 0 0 1

Bob’s key 0 1 0 1 0 0 0

Error estimation

Publicly compared bits 0 1 0 1 0 0 1/0

Detected error Yes

Reconciliation

Bob’s corrected key 0 1 0 1 0 0 1

Privacy amplification

Final key 101

1. Quantum communication

This step corresponds to the first stage of the BB84 protocol.
Alice first generates a random binary sequence and encodes each bit into a quantum
state using one of the two polarization bases chosen at random. Bob then measures
each received qubit using his own randomly selected measurement basis.
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2. Sifted key After basis comparison

Alice and Bob publicly compare their measurement bases without revealing the
bit values. Only the positions where both parties used compatible bases are retained.

The sifted keys are:

KA = 0101001

KB = 0101000.

3. Error estimation

Alice and Bob then compare a subset of their sifted keys over the authenticated
public channel in order to estimate the Quantum Bit Error Rate. In this illustrative
example, the whole sifted key is compared to make the calculation explicit. There is
one mismatch between Alice’s and Bob’s keys, located at the last bit:

KA = 0101001

KB = 0101000.

The number of compared bits being ncompared = 7 and the number of detected errors
being nerrors = 1, the Quantum Bit Error Rate is:

QBERcalculated =
nerrors

ncompared
=

1

7
≃ 0.1429 = 14.29%.

Let’s suppose this BB84 protocol application example’s QBER thresholds is
QBERmax = 20%.

14.29% ≤ 20% implies the execution of the next steps of the protocol

4. Reconciliation

Consider the following sifted keys obtained by Alice and Bob :

KA = 0101001

KB = 0101000

The two keys differ by one bit located at the seventh position. The Cascade protocol
is then used in order to identify and correct this discrepancy.
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First phase :

Alice and Bob first choose a block size k = 4 and divide their sifted keys into two
blocks.

0101︸︷︷︸
B1

001︸︷︷︸
B2

0101︸︷︷︸
B1

000︸︷︷︸
B2

They then compute and compare the parity associated with each block.

For the first block:

PA(B1) = 0⊕ 1⊕ 0⊕ 1 = 0

PB(B1) = 0⊕ 1⊕ 0⊕ 1 = 0

Since the parity values are identical, Alice and Bob conclude that no odd number of
errors is present in the first block.

For the second block:

PA(B2) = 0⊕ 0⊕ 1 = 1

PB(B2) = 0⊕ 0⊕ 0 = 0

The parity values are different:

PA(B2) ̸= PB(B2)

which indicates the presence of an odd number of errors inside the second block.

BINARY Procedure on the first phase :

Alice and Bob then execute the BINARY subprotocol on the second block:

001

000
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The block is divided into two parts:

00 | 1

00 | 0

The parity of the first sub-block is computed:

0⊕ 0 = 0

For both Alice and Bob, since the parity values are identical, the error is not
located inside the first sub-block. Consequently, the erroneous bit is located in the
second sub-block corresponding to the seventh position.

Bob therefore corrects his bit:

0→ 1

After correction, Bob obtains:

Kcorrected
B = 0101001

Thus:

KA = Kcorrected
B

5. Privacy amplification

Even after reconciliation, some information may have been revealed during the
public discussion. Privacy amplification therefore compresses a the reconciled key into
a shorter final key. In the example, the reconciled key contains: nrec = 7 bits. It is
compressed into a final key of length nfinal = 3.

The compression ratio is therefore:

r =
nfinal
nrec

=
3

7
≃ 0.4286 = 42.86%.

Thus, about 57.14% of the reconciled key is discarded during privacy amplification:

1− r = 1− 3

7
=

4

7
≃ 57.14%.

For instance, the reconciled key:

0101001

may be compressed into the final secret key:
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Kfinal = 101.

This final key is shorter, but it is more secure because the compression reduces the
amount of information that a potential eavesdropper could have retained.

aNote that, in practical QKD implementations, this compression step is generally achieved using Universal2
hash functions. However, the mathematical foundations of these hashing techniques are outside the scope of
this thesis and only the conceptual principle of key compression is illustrated here.

BB84 protocol Application Example with Eve’s intervention

Table 5.4: Example of BB84 transmission with Eve’s intervention

The following example illustrates the impact of an intercept-resend attack on the
BB84 protocol. Rather than reintroducing the complete protocol procedure, this example
focuses on the disturbances generated by Eve’s measurements and their consequences on

the sifted keys shared between Alice and Bob.

Position i 1 2 3 4 5 6 7 8

Alice bit 0 1 0 1 1 0 1 0

Alice basis + + × × + × + ×
Alice state − | \ / | \ | \
Eve basis + × × + × × + +

Eve bit 0 0 0 0 0 0 1 1

Bob basis + + × × + + + ×
Bob bit 0 0 0 0 0 1 1 0

Kept after sifting? Yes Yes Yes Yes Yes No Yes Yes

Alice sifted key 0 1 0 1 1 – 1 0

Bob sifted key 0 0 0 0 0 – 1 0

As shown in the table 5.4, Eve occasionally measures photons using a basis different
from Alice’s preparation basis. Due to the no-cloning principle and the probabilistic
nature of quantum measurements, the original quantum state may be disturbed during this
interception process. Consequently, even when Bob later measures the photon using the
same basis as Alice, incorrect bits can appear in the sifted key.

The highlighted positions illustrate situations where Eve’s intervention introduced
discrepancies between Alice’s and Bob’s sifted keys. Such disturbances increase the Quantum
Bit Error Rate (QBER), allowing Alice and Bob to statistically detect the potential presence
of an eavesdropper.
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5.4.2 GG02

Figure 5.7: GG02 Protocol Illustrated
[8]

The GG02 [8] protocol, introduced by Grosshans and Grangier in 2002, is one of the most
widely adopted Continuous-Variable Quantum Key Distribution (CV-QKD) protocols. Unlike the
BB84 protocol, which relies on discrete quantum states such as photon polarizations, GG02 encodes
information into continuous properties of coherent optical states using Quadratures of light.

1. Stage 1 :

Alice generates coherent quantum states [18] represented by |x + ip⟩, where x and p
correspond to the two quadratures of the electromagnetic field. These coherent states are
transmitted through the quantum channel toward Bob.

2. Stage 2 :

(a) Sifting:

Bob publicly announces which quadrature was measured for each transmitted
state. Based on this information, Alice discards the irrelevant data associated with
incompatible quadratures. After this phase, Alice and Bob share correlated Gaussian
variables.
Note that the measured values themselves are not publicly disclosed.
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(b) Post-processing: [4] [43] [45]

Since the exchanged information consists of continuous variables, the measured
data are first discretized before reconciliation can be applied. The method is called slice
reconciliation.
Indeed, the data obtained after the quantum transmission are not binary. As discussed
before, Alice chooses continuous Gaussian variables to modulate the quadratures of
coherent states, while Bob obtains continuous measurement results that are correlated
with Alice’s values but not strictly identical because of channel losses, excess noise, and
detection imperfections.
Consequently, before a cryptographic key can be extracted, these data must be converted
into binary sequences during the slice reconciliation phase. This method discretizes the
real line into several regions. Each region is associated with a binary label, so that a
continuous quadrature value can be mapped onto one or several bits.

Slice Reconciliation Application Example

As an example of slice reconciliation application, let’s consider a simplified quan-
tization rule based on four intervals:

x < −1→ 00, −1 ≤ x < 0→ 01, 0 ≤ x < 1→ 10, x ≥ 1→ 11.

If Bob measures the value xB = 0.62, this value belongs to the interval [0, 1[, and
is therefore associated with the binary label 10.

If Alice’s correlated value is xA = 0.55, she will also assign the same label 10.

However, if Bob obtains xB = 0.08 while Alice has xA = −0.04, the two val-
ues are close from a physical point of view, but they fall on different sides of
the quantization boundary. Bob would assign the label 10, whereas Alice would
assign 01. This illustrates why a reconciliation procedure is required after dis-
cretization: small differences between correlated continuous values may result in
different binary labels.

Before generating the final secret key, Alice and Bob must also estimate the quality
of the quantum channel. For this purpose, a randomly selected subset of their data is
publicly disclosed and compared. This parameter estimation step allows them to evaluate
relevant channel properties, such as transmission, excess noise, and the strength of their
correlations. These quantities are then used to estimate the mutual information shared
by Alice and Bob, denoted by IAB, as well as the information potentially available to an
eavesdropper.

The reconciliation phase is subsequently applied in order to transform Alice’s and
Bob’s correlated data into a common bit string. Its objective is to correct discrepancies
between their data while revealing as little information as possible through the public
classical channel.
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Two main reconciliation strategies can be distinguished:

i. Direct reconciliation

Alice’s data are taken as the reference. Alice sends classical side information
to Bob, allowing him to correct his data so that they agree with Alice’s values.
The actual identification and correction of discrepancies are performed by a prac-
tical error-correction algorithm, such as Cascade or LDPC codes. In a simplified
information-theoretic picture, a secret key can be extracted only if Alice and Bob
have an information advantage over Eve ;

IAB − IAE > 0,

where IAE
6 denotes Eve’s information about Alice’s data.

ii. Reverse reconciliation

Bob’s measurement results are used as the reference values. Bob sends classi-
cal side information to Alice, allowing her to correct her data so that they agree with
Bob’s values. As in the Direct reconciliation, the actual identification and correc-
tion of discrepancies are performed by a practical error-correction algorithm, such as
Cascade or LDPC codes. In this case, the final key is constructed from Bob’s data
rather than from Alice’s initially prepared variables. In a simplified formulation, the
corresponding security condition becomes

IAB − IBE > 0,

where IBE
6 represents Eve’s information about Bob’s data.

These quantities are obtained from the parameter estimation step rather than
assumed a priori. The mutual information IAB is estimated from the statistical corre-
lations between Alice’s and Bob’s data, whereas Eve’s information is bounded from the
observed channel parameters, including channel losses and excess noise, according to the
adopted security model.

After reconciliation, Alice and Bob apply privacy amplification. This last post-
processing step reduces the length of the reconciled key in order to remove the residual
information that Eve may have obtained during the quantum transmission and classical
communication phases. The resulting key is shorter, but can be considered secret if the
estimated security conditions are satisfied.

Note that, as in the BB84 protocol, privacy amplification in GG02-type CV-QKD
protocols can be implemented using universal hash functions.

6The value is estimated from the statistical correlations between Alice’s and Bob’s data. For conciseness, the
detailed derivation of the value is not reproduced here, since the purpose of this section is to provide a conceptual
overview of the GG02 post-processing procedure. The interested reader is referred to [22, 42] for a more complete
treatment of CV-QKD security analysis.
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(c) Authentication:

The classical communication channel must be authenticated in order to guarantee
the origin and integrity of the exchanged messages and to prevent man-in-the-middle
attacks during the QKD session.

The GG02 protocol can be summarized at a conceptual level as a sequence of Gaussian
modulation, coherent-state transmission, quadrature measurement, parameter estimation, infor-
mation reconciliation, and privacy amplification. Algorithms 7 8 provide a simplified pseudo-code
representation of these main steps.

Algorithm 7 GG02 Protocol Quantum Communication

1: Input:Number of signals N , modulation variance VA
2: Output:Secret key K
3: for i← 1 to N do
4: Alice draws two Gaussian random variables:

xi, pi ∼ N (0, VA)

5: Alice prepares the coherent state:

|αi⟩ , αi = xi + ipi

6: Alice sends |αi⟩ to Bob through the quantum channel.
7: Bob randomly selects one quadrature:

qi ∈ {X,P}

8: Bob measures the selected quadrature using homodyne detection.
9: end for

10: return GG02 Protocol Classical Communication 8

Algorithm 8 GG02 Protocol Classical Communication

1: Bob announces the measured quadrature for each signal.
2: Alice keeps the modulation values corresponding to Bob’s measured quadratures.
3: Alice and Bob estimate the channel parameters, including transmittance and excess noise.
4: if the estimated secret key rate is not positive then
5: Abort the protocol.
6: end if
7: Alice and Bob perform information reconciliation to correct discrepancies.
8: Alice and Bob apply privacy amplification to reduce Eve’s residual information.
9: return final secret key K
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5.4.3 E91

The E91 [12,33] protocol was introduced by Artur Ekert in 1991 and is part of the entanglement-
based quantum key distribution protocol. Its objective is to allow two legitimate parties, Alice and
Bob, to establish a shared encryption key that can be used to secure their communication over a
public channel. Unlike protocols based on individually prepared quantum states, E91 relies on a
source emitting pairs of photons whose polarizations are maximally entangled. Each emitted pair
forms a Bell pair: one photon is sent to Alice, while the other one is sent to Bob.

For each received photon, Alice and Bob independently and randomly select a measurement
basis. According to the notation used in the protocol, Alice chooses one basis among the set
{a, b, a′}, whereas Bob chooses one basis among {b, a′, b′}.
The two parties therefore share two common bases, namely b and a′. After all measurements
have been performed, Alice and Bob publicly announce the bases they used for each photon. The
measurement outcomes are denoted by +1 or −1. When Alice and Bob have measured their
respective photons using the same basis, the corresponding results are retained to form the raw
encryption key. The other relevant measurement outcomes are not used directly for key generation,
but rather for testing the security of the quantum correlations.

A characteristic of the E91 protocol is that its security is assessed through the violation of
Bell inequalities, more specifically through the CHSH inequality. In this context, Alice and Bob
reveal and compare the measurement results associated with the following combinations of bases:

(a, b), (a′, b), (a, b′), (a′, b′).

For each pair of results, Alice and Bob compute the product

mAmB,

where mA and mB denote the measurement outcomes obtained by Alice and Bob, respectively.
The average value of these products is then computed for each combination of measurement bases
in order to estimate the corresponding correlation term, such as E(a, b).

The CHSH test is based on a parameter S constructed from these correlation terms. In a
classical framework, this parameter is bounded by the value 2. However, when the measurements
are performed on maximally entangled photons, the expected quantum value tends toward

2
√
2 ≈ 2.83.

Thus, if the source of entangled photon pairs is reliable and if the quantum channel is not
significantly affected by noise or by an eavesdropping attempt, Alice and Bob should observe a
value of S approaching 2

√
2 as the number of measured photon pairs increases. Conversely, if the

observed value remains below 2, the generated key cannot be considered trustworthy and should
not be used.

It is important to emphasize the statistical nature of this verification step. Since the corre-
lations are estimated from average values, a sufficiently large number of photon pairs is required
to draw meaningful conclusions. With too few samples, statistical fluctuations may lead to mis-
leading observations. Finally, some combinations of bases are not exploited in the E91 protocol. In
particular, the combinations

(a, a′), (b, b′), (b, a′)
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are discarded and do not contribute either to key generation or to the CHSH security test.

Algorithm 9 E91 Protocol Quantum Communication

1: Input: A source producing maximally entangled photon pairs.
2: Output: A raw secret key shared by Alice and Bob.
3: The source generates a sequence of maximally entangled photon pairs.
4: For each pair, one photon is sent to Alice and the other photon is sent to Bob.
5: for each entangled photon pair do
6: Alice randomly chooses a measurement basis from {a, b, a′}.
7: Bob randomly chooses a measurement basis from {b, a′, b′}.
8: Alice measures her photon and obtains an outcome mA ∈ {+1,−1}.
9: Bob measures his photon and obtains an outcome mB ∈ {+1,−1}.

10: Alice and Bob store their chosen bases and their measurement outcomes.
11: end for

Algorithm 10 E91 Protocol Classical Communication

1: Alice and Bob publicly announce the measurement bases used for each photon pair.
2: for each recorded photon pair do
3: if Alice and Bob used the same basis b or a′ then
4: The corresponding outcomes are retained for raw key generation.
5: else if the basis pair is (a, b), (a′, b), (a, b′), or (a′, b′) then
6: Alice and Bob reveal the corresponding outcomes.
7: They compute the product mAmB.
8: The product is used to estimate the corresponding correlation term.
9: else

10: The corresponding results are discarded.
11: end if
12: end for
13: Alice and Bob estimate the correlation values E(a, b), E(a′, b), E(a, b′), and E(a′, b′).
14: Alice and Bob compute the CHSH parameter:
15: S = E(a, b)− E(a, b′) + E(a′, b) + E(a′, b′).
16: if S is compatible with a violation of the classical CHSH bound then
17: The quantum correlations are considered valid.
18: The retained outcomes are used as the raw secret key.
19: else
20: The generated key is rejected.
21: end if
22: return the raw secret key if the CHSH test is successful.
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E91’s CHSH Test Application Example

In order to better understand how the CHSH test is used in the E91 protocol, it
is useful to consider a simple numerical example. In this protocol, Alice and Bob obtain
measurement outcomes denoted by +1 or −1.
For each pair of measurement bases, a correlation coefficient E(x, y) can be estimated from
the observed joint outcomes, where x denotes Alice’s measurement basis and y denotes Bob’s
measurement basis.
For a given pair of bases (a, b), the correlation coefficient is defined as :

E(a, b) = P++(a, b) + P−−(a, b)− P+−(a, b)− P−+(a, b),

where

• P++(a, b) is the probability that Alice and Bob both obtain +1,

• P−−(a, b) is the probability that they both obtain −1,

• P+−(a, b) is the probability that Alice obtains +1 while Bob obtains −1,

• P−+(a, b) is the probability that Alice obtains −1 while Bob obtains +1.

This expression is equivalent to computing the average value of the product mAmB, where
mA and mB are the respective outcomes obtained by Alice and Bob. Identical outcomes
contribute positively to the correlation, whereas opposite outcomes contribute negatively.
As an illustrative example, suppose that Alice and Bob obtain 1000 valid measurements for
the pair of bases (a, b). The observed joint outcomes are assumed to be distributed as follows:

Joint outcome Number of occurrences Estimated probability

++ 75 0.075
−− 75 0.075
+− 425 0.425
−+ 425 0.425

Total 1000 1.000

The corresponding correlation coefficient is therefore

E(a, b) = 0.075 + 0.075− 0.425− 0.425.

Hence,

E(a, b) = 0.15− 0.85 = −0.70.

This negative value means that, for this pair of measurement bases, Alice and Bob obtain
opposite outcomes more frequently than identical outcomes.
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The same procedure is applied to the other combinations of measurement bases. Let’s
suppose that Alice and Bob estimate the following four correlation coefficients:

E(a, b) = −0.70, E(a, b′) = 0.71, E(a′, b) = −0.69, E(a′, b′) = −0.72.

The CHSH parameter is then computed as

S = E(a, b)− E(a, b′) + E(a′, b) + E(a′, b′).

we obtain,

S = −0.70− 0.71− 0.69− 0.72.

Thus,

S = −2.82.

Using the absolute value convention commonly adopted when discussing the CHSH inequal-
ity, this corresponds to

|S| = 2.82.

This value is greater than the classical CHSH bound,

|S| ≤ 2,

and is close to the ideal quantum prediction

2
√
2 ≈ 2.83.

The estimated value of |S| violates the classical bound. Alice and Bob can conclude
that the observed correlations are compatible with quantum entanglement. The correspond-
ing key can be considered suitable for the next step.
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5.4.4 MDI-protocol

After presenting BB84, GG02 and E91, it is useful to briefly introduce Measurement-Device-
Independent Quantum Key Distribution (MDI-QKD) as an opening toward more implementation-
secure QKD architectures. The purpose of this subsection is not to analyze MDI-QKD with the
same level of detail as the previous representative protocols, but to show how QKD research ad-
dresses practical vulnerabilities arising from imperfect measurement devices.

Measurement-Device-Independent Quantum Key Distribution (MDI-QKD) was proposed by
Lo, Curty and Qi as a practical solution to remove detector side-channel vulnerabilities in quantum
key distribution systems. The central motivation is that, although QKD is theoretically secure, real
implementations may deviate from idealized security models, especially because of imperfections
in single-photon detectors. Several attacks have exploited such detector imperfections in practical
QKD systems, which shows that the measurement apparatus represents one of the most critical
security loopholes in realistic implementations [24].

The fundamental idea of MDI-QKD is to remove the need to trust the measurement device.
Indeed, Alice and Bob independently prepare phase-randomized weak coherent pulses in one of
the four BB84 polarization states and send them to an untrusted relay ;Charlie. Charlie performs
a Bell State Measurement (BSM) on the incoming signals and publicly announces whether the
measurement was successful, as well as the corresponding Bell-state outcome [24]. The essential
security advantage is that Charlie’s detection system can be arbitrarily flawed or even controlled
by Eve without compromising the security of the final key.

Figure 5.8: Basic implementation of MDI-QKD
[24]
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In the basic implementation, Alice and Bob use weak coherent pulses generated by conven-
tional laser sources. Polarization modulators are used to select the BB84 polarization states, while
intensity modulators are used to generate decoy states. Inside the measurement device, the optical
signals from Alice and Bob interfere at a 50 : 50 beam splitter. The outputs are then directed
toward polarizing beam splitters and single-photon detectors. A successful Bell State Measurement
corresponds to the simultaneous triggering of two detectors associated with orthogonal polarization
components.

MDI-QKD is particularly interesting because it addresses an important weakness of practical
QKD systems: the trust placed in the measurement device. By moving the measurement step to
an untrusted relay, detector-side attacks are no longer part of Alice’s and Bob’s trusted implemen-
tation. However, MDI-QKD is not fully device-independent, since the state-preparation devices
used by Alice and Bob must still be properly characterized. In this thesis, MDI-QKD is therefore
presented as a practical evolution of QKD architectures, rather than as a protocol studied in full
technical detail.

5.5. Summary of Representative Quantum Key Distribution Protocols

The protocols discussed in this thesis were selected in order to represent the main paradigms
encountered in Quantum Key Distribution rather than to provide an exhaustive survey of all existing
schemes. BB84 was chosen because it constitutes the historical and conceptual foundation of QKD.
GG02 was included to illustrate the continuous-variable approach, in which information is encoded
in the quadratures of coherent optical states. E91 was selected to represent entanglement-based
QKD and to highlight the role of Bell-inequality violations as a security test. Finally, MDI-QKD
was considered because it addresses practical detector-side-channel vulnerabilities, which represent
an important concern in real-world QKD implementations.

This selection gives a structured view of the main mechanisms used in QKD. Table 5.5
compares BB84, GG02, E91, and MDI-QKD according to their variable type, operational logic,
physical resource, security principle, and main practical limitation. The purpose of this comparison
is to show that these protocols pursue the same objective, the establishment of a secret key, while
relying on different physical assumptions and implementation choices.

From this comparison, BB84 appears as the pedagogical reference protocol because it in-
troduces the basic prepare-and-measure mechanism using discrete quantum states. GG02 extends
this perspective to continuous variables and coherent optical states, thereby connecting QKD with
standard optical communication technologies. E91 introduces a distinct security perspective based
on entanglement and non-classical correlations, while MDI-QKD illustrates how more recent pro-
tocols attempt to mitigate implementation vulnerabilities, especially those affecting measurement
devices. Consequently, the four selected protocols are complementary rather than redundant, since
each one emphasizes a different theoretical or practical dimension of QKD.
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6 Deployment Areas of QKD Network

Figure 6.1: QKD Deployment
[8]

Quantum Key Distribution (QKD) is no longer limited to laboratory demonstrations. QKD
networks [8] have progressively moved from academic research toward preliminary real-world appli-
cations, especially through optical-fiber and free-space communication infrastructures. This
evolution shows that QKD is increasingly considered as a practical technology for securing sensitive
communications requiring long-term confidentiality.

Several field deployments have already been reported worldwide. the DARPA network
in the United States, the SECOQC network in Austria, the Tokyo QKD network in Japan, the
SwissQuantum network in Switzerland, the Beijing–Shanghai network in China, and the Cambridge
QKD network in the United Kingdom.
These examples illustrate that QKD has been tested and deployed at different geographical scales,

68



ranging from local and metropolitan networks to long-distance backbone infrastructures.

From a network perspective, QKD deployments can be grouped into three main categories.

1. Short-range QKD networks designed for local or access environments, where multiple
users may be connected within a restricted area

2. Metropolitan QKD networks are deployed at city scale and may interconnect institutions,
companies, or public infrastructures

3. Long-haul QKD networks aim to connect distant regions through backbone infrastruc-
tures, often relying on trusted relay nodes or hybrid architectures

While optical-fiber QKD is more mature and easier to integrate into existing telecommu-
nication infrastructures, free-space QKD offers greater flexibility and may support longer-distance
links. In particular, satellite-based QKD is presented as a promising approach for intercontinental
secure communication and for the future construction of a global QKD network

In terms of application domains, QKD networks are mainly relevant for sectors where the
confidentiality of information must be preserved over long periods such as

1. Finance and banking,

2. Government and defense,

3. Cloud and data centers,

4. Critical infrastructure,

5. Healthcare systems.

Overall, QKD networks seem to be progressing from experimental demonstrations toward
more operational communication infrastructures. Current deployments are still limited, but they
show that QKD can be integrated into existing optical networks and extended through space-to-
ground links. This evolution suggests that QKDmay become one component of future quantum-safe
communication systems, rather than a complete solution on its own.
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7 Discussion and Critical Analysis

An important observation emerging from this study is that Quantum Key Distribution pro-
vides a fundamentally different approach to secure communications compared to classical crypto-
graphic systems, the practical deployment of QKD technologies still raises several scientific, tech-
nological, and industrial challenges.

One of the principal strengths of QKD lies in the fact that its security does not rely on
computational complexity assumptions, but rather on the laws of quantum mechanics themselves.
In theory, any eavesdropping attempt inevitably disturbs the transmitted quantum states and can
therefore be detected through the Quantum Bit Error Rate (QBER). This represents a major con-
ceptual advantage compared to conventional public-key cryptography, whose security depends on
mathematical problems that may become tractable with the evolution of computational capabilities
and quantum algorithms such as Shor’s algorithm.

However, an important distinction must be made between theoretical security and practi-
cal security. Most security proofs rely on idealized assumptions concerning the physical devices
used in QKD implementations.In practice, imperfections affecting photon sources, optical com-
ponents, transmission channels, and detectors may introduce exploitable vulnerabilities. As seen
before, attacks such as photon-number-splitting attacks or faked-state attacks use precisely these
implementation imperfections rather than the theoretical weaknesses of quantum mechanics itself.
Consequently, practical QKD security strongly depends on the quality, calibration, and reliability
of the physical apparatus. This highlights an important limitation of real-world QKD systems:
although the theoretical framework may provide unconditional security, the implementation layer
remains vulnerable to engineering imperfections and side-channel attacks.

Another important limitation concerns the deployment constraints associated with QKD in-
frastructures.
Indeed, unlike post-quantum cryptographic algorithms, which can generally be implemented us-
ing existing classical communication infrastructures and software-based approaches, QKD requires
dedicated optical hardware, specialized detectors, and, in some cases, optical-fiber infrastructures
or free-space optical links. Such requirements significantly increase deployment complexity and
operational costs. Moreover, the achievable transmission distance remains constrained by attenua-
tion, noise accumulation, detector efficiency, and the impossibility of directly amplifying unknown
quantum states due to the no-cloning theorem. Although satellite-based QKD and free-space im-
plementations provide promising perspectives for long-distance quantum communications, these
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technologies still face important technical challenges including atmospheric turbulence, alignment
precision, environmental perturbations.

Another important point is that QKD protocols have evolved with practical security concerns.
While early protocols such as BB84 mainly illustrate the fundamental principles of quantum-secure
communication, more recent approaches such as MDI-QKD directly address implementation weak-
nesses, especially detector-side attacks. This shows that QKD research has progressively moved
from idealized security models toward architectures designed for more realistic experimental con-
ditions.

Finally, despite the remaining challenges, Quantum Key Distribution remains one of the most
fascinating applications of quantum mechanics in modern cybersecurity. The field combines con-
cepts originating from computer science, cryptography, optical engineering, quantum optics, and
information theory. Future developments involving quantum repeaters, satellite quantum commu-
nications, and hybrid cryptographic infrastructures may progressively contribute to the emergence
of large-scale quantum-secure communication networks.

Therefore, although QKD cannot yet be considered a universal replacement for classical cryp-
tographic systems, it nevertheless represents a major scientific and technological advance toward
the development of future quantum-secure communication infrastructures.
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8 Conclusion

This thesis has explored Quantum Key Distribution as a promising approach for securing
cryptographic key exchange by relying on the fundamental principles of quantum mechanics rather
than on computational hardness assumptions. The main objective was not only to describe QKD
as a theoretical concept, but also to understand how its security properties emerge from physical
phenomena such as quantum measurement, basis incompatibility, the no-cloning theorem, and the
disturbance introduced by an eavesdropper.

A first important result of this work is that QKD must be understood as a hybrid security
mechanism. The quantum channel does not directly transmit a secret message, but allows two le-
gitimate users to establish correlated raw data whose security can then be evaluated and improved
through classical post-processing. In this sense, phases such as error estimation, information rec-
onciliation, and privacy amplification are not secondary details, but essential components of the
protocol. They transform imperfect experimental data into a shorter but more secure final key.

The analysis of BB84 shows why it remains a central reference in QKD. Its relative simplicity
makes it a useful starting point for understanding the main steps of quantum key distribution: state
preparation, basis selection, sifting, error estimation, and key distillation. However, the protocol
also illustrates the gap between the ideal theoretical model and practical implementations. In
real systems, sources, optical components, channels, and detectors can introduce losses, noise,
imperfections, or vulnerabilities that must be included in any realistic security analysis.

Another important observation is that the security of QKD is not absolute in a naive practi-
cal sense. While the theoretical framework provides strong guarantees under well-defined assump-
tions, real devices may deviate from the ideal models used in security proofs. Attacks such as
photon-number-splitting attacks, detector-related attacks or faked-state attacks illustrate that im-
plementation security is a fundamental issue. Consequently, countermeasures such as decoy states,
improved detector monitoring, optical isolation, and measurement-device-independent approaches
are necessary to bridge the gap between theory and practice.

This thesis also shows that QKD is not limited to a single protocol or mechanism. Prepare-
and-measure schemes, entanglement-based protocols, continuous-variable approaches, and MDI-
QKD architectures each exploit quantum phenomena in a different way to establish a secret key.
Taken together, these approaches illustrate that QKD is a broad interdisciplinary field, at the
intersection of quantum physics, optical engineering, information theory, and cybersecurity.
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From a critical perspective, QKD should not be presented as a universal replacement for
classical cryptography. Its deployment requires specific hardware, controlled optical links, syn-
chronization mechanisms, and careful integration with classical authentication methods. Moreover,
distance limitations, losses, cost, and infrastructure constraints remain important practical chal-
lenges. Nevertheless, QKD provides a distinctive security model: it offers a way to detect the
presence of an eavesdropper and to quantify the amount of information that may have leaked
during transmission.

In conclusion, this work shows that Quantum Key Distribution is both a scientifically rich and
technologically demanding domain. Its interest lies in the fact that it connects abstract quantum
principles with concrete security applications. Although practical QKD systems still face several
limitations, they represent a significant evolution in the way secure communication can be con-
ceived. Future progress will likely depend on the development of more robust components, better
integration into existing network infrastructures, and continued work on protocols that reduce im-
plementation assumptions. Therefore, QKD should be considered not as a complete solution by
itself, but as an important component of the broader evolution toward quantum-safe communication
systems.
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